Testing Assurity
OneKey 2FA Link
to AIC Systems




In compliance with MOHH IT Security Policy

The following AIC systems will require 2
Factor Authentication (2FA) login with effect
from 18 July 2018

IRMS
(eReferral
System)

AcuteNET
(InteRAI)




Step 1 Once linked to OneKey Account, you are encouraged

to test the link.
Step 2

Sieps For this, you will require the following

Test the link 1) OneKey Token OR

of OneKey 2) Mobile Device
Account to
AIC Systems

Testing the link will take about 5 minutes.




i secure gelfservice.nhelp.sg/ADselfService/

AD Self Service &

Step 1

Update Profile

Reset Password

Step 2

Unlock Account
Change Password

Link Token/SMS

Test the link
of OneKey
Account to
AIC Systems

Unlink Token/SMS

[est2FA Click Test 2FA

Other Services

Go to the AD Self Service Page to test your link to
OneKey Account




i secure selfservice.nhelp.sg/ADSelfService/Test2FA

AD Self Service f¢ User Guide~

Ste © 1 Test 2FA

Please login to your account.

User Name ‘ tan123d

Step 2 Password %k %k 5k %k %k %k %k k

Step 3 Domain  AIC ’ Select the correct domain
P Continue Click Continue

*Note for ILTC Portal User, the user name is your ILTC Portal User ID
*Note for Primary Care Pages (FCP) users, please enter your PCP login credentials and select "PCP™ under Domain

Test the link
of OneKey 1) Login using your AIC system username and

Account to password
AlC Systems 2) Select the appropriate Domain

3) Click Continue.




Test the link to
AlC Systems
for OneKey
Token

SMS

i secure selfservice.nhelp.sg/ADSelfService/Test2FA

AD Self Service f¢

Test 2FA

One Token = SMS
Please provide the following information

ot 123456 Key in OTP from Token

Continue

©2017 AD Self Senice Poviered by “LHLS
Version 1.3.0 (Build 629)

1) Click on the Number 1 “OTP” button on your
OneKey token and enter the 8-Digit OTP number
displayed on the token into the field above

2) Click Continue



AD Self Service f

Success

Device is successfully link

[ Continue l
Test the link to
JA\[@ Systems You will see the above screen if your OneKey token
for OneKey is linked successfully.

Token
SMS




i secure selfservice.nhelp.sg/ADSelfService/Test2FA

AD Self Service ¢

Step 1 Test 2FA
onetoe] | sus | Select SMS
Step 2 cworwasug _conme | Click Continue
Step 3 ] o o
Token 1) Select SMS
Test the link to 2) Click Continue

AlC Systems
for Mobile
SMS

SMS




i secure selfservice.nhelp.sg/ADSelfService/Test2FA

AD Self Service ¢

Step 1
Test 2FA
susot | e 123456 - Diai : e
Step 2 —— ek o Key in the 8-Digit OTP into this field
byt pousety LHIS
Token 1) Key in the 8-Digit OTP sent via SMS to your

registered mobile into the field above

Test the link to
AIC Systems 2) Click Continue
for Mobile

SMS

SMS




Step 1

AD Self Service f

Step 2 Success

Device is successfully link
Step 3 . |
| Continue |

Token

Test the link to

AlC Systems You will see the above screen if your mobile device
for Mobile is linked successfully.
SMS

SMS
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2018

18 July

O Partner'slogin v [ {N&Nin)

OM CAREERS PROCUREMENTMATTERS VIDEOGALLERY ~CONTACTUS

For Seniors and Caregiversv More v

ILTC Portal

ILTC Learning Management System ‘

AIC Internal

Login

User ID :| tan123d
Password :| *kkkkkkk |

in - ¥ Mormal
Domain : User AlC Healthgrp ILTC NHG

Show Help Conditions of Use

LOGIN

4
Enabling seniors to live and age \.'.'eﬁomo

and in the community

This site is best viewed at 1280 x 800 or higher resclution.

Rate our Website

What are you looking for?

|

Go to www.aic.sg for access to AIC
Systems and call 6603 6800 or write in
- to access.admin@aic.sg for further
assistance
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http://www.aic.sg/
mailto:access.admin@aic.sg

i Secure gpp.aic.sg/eReferral

Select your .
Organisation, Qi)
Application
and Role

Please select an organisation follow by the application and role to continue.

isati
Organis '0":‘ ® Agency for Integrated Care |
Application :[ IRMS: CH/Hospice/NH/DRC/DDCC/SDC/Homecare v ]

Role :[AIC Staff v ]

Continue IU?DM PrOFILE I

Please read the Conditions of Use before i Referral System (IRMS). By clicking "Continue”, you acknowledge that you have read, understood and agree to be bound by the Conditions of Use (as amended from
time to Ilme) Do not login if yau do nat sccept the Conditians of Use. Tf you lag in and use the system, you shall be desmed to have accepted the Canditions of Use.

This site is best viewed in Internet Explorer 9/10/11 or Google Chrome with 1280 x 800 or higher resolution.
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CVARGLE
OTP from
your OneKey
Token

Login with

OneKey Token

Step 1

Press and hold ‘1-OTP’ to generate 6 digit One Time Password (OTP)

Step 2
Input the 6 digit OTP

2FA Device Token Number:

*XXXXXGQ8G

OTP:

Submit

13



Login with
OnekKey SMS

Key in the sten1

A~ Click 'Get OTP via SMS' button below to generate your 8 digit One Time
8_ Dlg It OTP Password (OTP)

sent to your
mobile
device

Get OTP via SMS

Step 2
Input the & digit OTP

Mobile Number: FEEEQAGT

OTP:




i Secure gpp.aic.sg/eReferral

Qic)

Integrated care
?

or Integrated Care v | AIC Staff (NMTS) ~ | Logout

User has

successfully
login to the
AlIC System

Weleome User AIC 04/05/2017

Task List Referral List Create Referral Case Info NH Bed Info
NH Bed Assignment

NH Bed Assignment By Location
Available Bed and Update Status Report

@ acTive O DRAFT

Filter By :
Service Type

Name Ward/Clinic ~ Referral Source

120042017
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O'C Thank you for activating
=l your OneKey Account for
2FA login access

By Agency For Integrated
Care (AIC)

For enquiries, please contact
6603 6800 or write in to

access.admin@aic.sqg



mailto:access.admin@aic.sg

